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WPA (Wi-Fi Protected Access)

* WEPD TR 7R SRS EL T Wi-Fi
AlliancelZWPAZiRELT=

o WPAIZEH D LX) T4 RIEDIEFR
— 2 —HFEEEZ1TD IEEE 802.1X
- #HLWWESIE A THS TKIP

« WPAD2DMDE—F
— WPA-EAP (Extensible Authentication Protocol)
— WPA-PSK (Pre-Shared Key)
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TKIP (Temporal Key Integrity Protocol)
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WEP — WPA — WPA?2
— WEP&K Y 21X 4L
WPA2(Z. IEEES02.11il Z#EHNL

WPA2(IEEE802.11i)[&. National Institute of
Standards and Technolog _}_(NIST K EZEER

T B) FIPS 140-2 |[Z#EHN G HAEST IR FE
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From Wi-Fi is everywhere!
Wi-Fi Protected Access Web Cast,
WPA a nd WPAZ Wi-Fi Alliance, June 2003
WEP WPA WPA 2

Cipher RC4 RC4 AES

128 bits encryption

64 bits authentication 128 bits

Key Size 40 bits

Key Life 24-bit IV 48-bit IV 48-bit IV

Packet Key Concatenated Mixing Function Not Needed

Data Integrity CRC-32 Michael CCM

Header Integrity None Michael CCM

Replay Attack None IV Sequence IV Sequence

Key Management None EAP-based EAP-based
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802.11i RSNA time line
(15 stage)

Supplicant
Unauthenticated

Authenticator Authentication
Unauthenticated Server

Unassociated

Unassociated (RADIUS)
802.1X Blocked

802.1X Blocked

(1) Beacon + AA RSN |E

(2) Probe Request

(3) Probe Response + AA RSN IE

(4) 802.11 Authentication Request

(5) 802.11 Authentication Response

(6) Association Request + SPA RSN [E

(7) 802.11 Association Response
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802.11i RSNA time line
(2n9 stage)

(Supplicant) (Authenticator) (RADIUS Server)

Authenticated
Associated

Authenticated
Associated
802.1X Blocked
Security Params

802.1X Blocked
Security Params

(8) EAPOL-Start
(9) EAPOL-Request Identity

(10) EAPOL-Response Identity
i (11) RADIUS Request

(12) Mutual Authentication (de facto EAP-TLS)

(13) RADIUS Accept

(15) MSK Master Session
Key (MSK )

39

(14) EAPOL Success

Master Session
Key (MSK)




802.11i RSNA time line
(379 stage)

(Supplicant) (Authenticator) (RADIUS Server)

Authenticated
Associated
802.1X Blocked
Security Params

Authenticated
Associated

802.1X Blocked
Security Params

(8) EAPOL-Start

(9) EAPOL-Request Identity

(10) EAPOL-Response Identity

. (11) RADIUS Request

(12) Mutual Authentication (de facto EAP-TLS)

(13) RADIUS Accept

(15) MSK Master Session
Key (MSK )

Pairwise Master
Key ( PMK )

(14) EAPOL Success

Master Session
Key ( MSK )

Pairwise Master
Key ( PMK )
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802.11i RSNA time line
(4th stage)

(Supplicant) (Authenticator)

Pairwise Master
Key ( PMK )

Pairwise Master
Key (PMK)

(16) {AA, ANonce, sn, msg1}

Pairwise Transient
Key (PTK)

(17) {SPA, SNonce, SPA RSN IE, sn, msg2, MIC}

PTK, Generate GTK

(18) {AA, ANonce, AARSN IE, GTK, sn+1, msg3, MIC}
(19) {SPA, sn+1, msg4, MIC}

GTK, 802.1X Unblocked

802.1X Unblocked

(RADIUS Server)
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802.11i RSNA time line
(5thstage)

(Supplicant) (Authenticator)

L

802.1X Unblocked

GTK, 802.1X Unblocked

g EENEEERE IIIIIIIIIII-.

E Generate Rand GTK &

[2[]} EAPOL- Key{GmUp sn+2, GTK, KeyID MIC}
(21}EAPOL Key{Gmup 5n+2 MIC}

g EEEEE IIIIIIIIIII‘

1. Dotted lines (1), (8), (20),
and (21) indicate optional

= New GTK Obtained : messages.
FEEEEEEgEEEEEEEEEEEE 2.  Bolded boxes show the
(22) Protected Data Packets states of the entities.

3. Dashed boxes are optional.
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WIiMAX 37~

IEEE 802.16-2004 WiMAX ¥a') 7+ :
PKM(v1) (Privacy and Key Management)
—;ﬂ‘rt RSAR—ZRMD— AR FREE(DH)

— IS : 3DES, RSA, AES(8#) . DES, AES(T—743)
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